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Cybersecurity threats are in a constant state
of flux.
 
Unscrupulous attackers have dedicated
themselves to finding new ways to break into
our networks. However, many companies are
unprepared to fight against the ingenuity of
modern cybercriminals.  Earlier this year, IBM
found that 77% of survey respondents didn’t
have a consistent cybersecurity response
plan. 
 
With cyber attacks becoming more advanced
and networks becoming more complex, it’s
vital to brush up on the latest cybersecurity
trends. If you want to stay on top of your
game in 2020, there are 9 cybersecurity
trends you should be aware of.
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Both cybercriminals and enterprises are
starting to increase the use of AI. 
 
Cybersecurity experts anticipate that
attackers will use automated attacks to
probe network defences in 2020. The impact
of automated attacks is difficult to measure
at this stage. Although Justin Fier of
Darktrace suggests AI-powered cyber
attacks are a consistent threat. “AI won’t just
make attacks faster or smarter. We likely
can’t even fathom the way that AI will
transform attacks or be leveraged by
malicious actors. What we do know is that
with AI attacks on the horizon, AI defences
will be critical as well,” Fier said. 
 
To lead the charge towards smarter
cybersecurity, CyberSmart is also investing
in Machine Learning and AI, pushing for
greater R&D progress throughout 2020.

Increased use of AI to
launch and defend against
attacks

0 4

www.cybersmart.co.uk



Now that the threat awareness of modern
organisations has increased, attackers are
abandoning sending out generic phishing
emails in favour of spear-phishing, sending
highly targeted, personalised emails to
employees and executives instead. If clicked
on, these emails can be used to install
malware.
 
Oz Alashe, CEO of CybSafe, notes that
attackers are starting to target senior
members of organisations. “Executives at
the top of an organisation are more likely to
be targeted than other staff, be under
pressure, and juggling time-critical tasks
and often suffer from what psychologies call
attentional bias, and may underestimate the
spear-phishing threat,” Alashe explained.

Spear-Phishing: phishing
attacks get personalised
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Many companies are starting to use data
encryption to shut down cyberattacks
before they begin. 
 
The 2019 Global Encryption Trends Study
revealed that Hardware Security Module
usage grew from 41% in 2018 to 47% in 2019. 
 
Encryption is becoming more popular
amongst security-conscious enterprises. 
 
From a privacy standpoint, if you encrypt
your data in transit and at rest, it’s very
difficult for cyber-attackers to read it.
Encrypting the data stops anyone
unauthorised from reading it. As a small
and medium sized organisation, a good
start is turning on disk encryption and
ensuring you use a VPN on public or shared
networks.

Organisations are adopting
more data encryption
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Automation is perhaps one of the most useful
innovations for cybersecurity and network
security. 
 
Many companies are using automated
responses to speed up remediation to
security events. According to Gartner Robot
Process Automation (RPA) is the “fastest-
growing segment of the global enterprise
software market,” with revenue anticipated to
reach $1.3 billion in 2019. 
 
RPA systems work by having a robot
complete manual tasks that a human user
would usually do. In a cybersecurity context,
an automated service can detect and respond
to security incidents much faster than a
human user. 
 
Organisations can use RPA to speed up time
to resolve issue and eliminate unnecessary
business disruption.

Robotic process automation
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Throughout 2019, regulators showed that the
GDPR wasn’t a paper-tiger and made an
example of non-compliant organisations. 
 
In 2019, BA was fined £183.39M for
compromising the data of around 500,000
customers. Likewise, Hotel group Mariott
received a fine of over £100 million for a data
breach involving 339 million guests. 
 
Now that regulators have shown themselves
dedicated to enforcing the GDPR, we'll see
how they plan to deal with repeat offenders.
Customers will also start to notice those
organisations who aren't equipped (or are
unwilling) to implement complete
cybersecurity measures and will gravitate
towards companies that do. 
 
For an SME, that means taking proactive
steps to properly collect, store and process
customer data. Take reasonable security
precautions when it comes to data protection
and achieve recognised cyber security
standards such as Cyber Essentials.

The next wave of GPDR
fines is on the way
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As more companies than ever are moving to
the cloud, opportunistic attackers are
looking for cloud-specific vulnerabilities to
exploit. 
 
Many companies that have moved to the
cloud in the past haven’t implemented
adequate security protections. The Palo Alto
5 Key Cloud Security Trends report found
that 32% of businesses exposed at least one
cloud storage service, and 23% of companies
have hosts missing critical patches in the
cloud. 
 
Any company that uses cloud-based
services must reevaluate its approach to
protecting online assets.
 
SME tips: Use 2 factor authentication where
available, most critically on your email
account. A password manager is another
good practice to ensure you have strong
and unique passwords for each site you use.
Finally, only use reputable vendors that
maintain a good security posture.

Greater threats to cloud
security
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The Ericsson Mobility Report has predicted
that by 2024, 5G will reach 40 percent
population coverage and 1.5 billion
subscriptions. As more 5G and IoT devices
are hitting the market, enterprises need to
be aware of the risks that come with this
new technology. 
 
Decentralised network infrastructure has
completely different security concerns than
that of a traditional centralised legacy
network. IoT devices open up a whole list of
new openings that could act as entry
points for attackers. All IoT devices must be
kept secure to prevent unauthorised
individuals from breaking into a network. 
 
SME tip: limit or control bring your own
device (BYOD) using mobile device
management (MDM) and put any IoT
devices on a separate network.

5G and IoT devices are on
the rise
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There is a shortage of cybersecurity experts
and that’s causing enterprises across the
globe to struggle. 
 
In the UK, there is a steep cyber skills gap
where 51 percent of businesses have
admitted they weren’t confident in carrying
out a cybersecurity risk assessment, and 47
percent stated they lacked confidence in
developing security policies.
 
Hiring qualified cybersecurity professionals
is a challenge because of the high demand
for individuals with that skill set. We can
expect to see more companies
accommodate remote or flexible working
conditions to entice the top prospects.    
 
SME tip: Look for digital solutions which can
help with maintaining effective cyber
security without the need for hiring in
house expertise. For example, simple VPNs,
password managers and compliance
software can help in managing this.

The cybersecurity skil ls
gap 
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Employee training for
threat awareness

Boundary firewalls/internet gateways
Secure configuration
User access control
Malware protection
Patch management

One of the biggest trends sweeping
cybersecurity is the idea that employees should
play a more active role in keeping enterprises
safe. 
 
As Carl Cadregari, executive vice president of The
Bonadio Group’s Enterprise Risk Management
team has stated, “Cybersecurity protection is not
just the IT department’s or the information
security officer’s responsibility.” 
 
Enterprises must become more self-sufficient
and focus on building threat awareness
internally. A great place to start is by training
your employees on the five basic controls of the
Cyber Essentials scheme: 
 

 
SME tip: Educate your employees and stay safe -
the world of security may be changing, but you
can stay prepared by educating and investing in
your employees. Training your employees on the
changes taking place in the world of
cybersecurity will help to confront many new
threats head-on.  Even simple steps like creating
a security policy, drafting up a document of best
practices/incident response procedures can
make a big difference.
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Cybersecurity Compliance
made easy with CyberSmart

With 2020 coming up, now’s the time to start
thinking about cybersecurity compliance.
Working towards a cybersecurity certification
like the Cyber Essentials scheme can help
you build some industry-standard security
controls from scratch.
 
At CyberSmart, we have helped many clients
achieve Cyber Essentials and Cyber Essentials
Plus certifications. With our mobile and
desktop apps, the questionnaire is part-
completed with automated reporting to
speed up the process.
 
CyberSmart brings you same-day certification
with 100% pass rate.
 
If you’d like to obtain your Cyber Essentials
certification, please visit our website
www.cybersmart.co.uk or email us on
hello@cybersmart.co.uk and one of our
experts will help you.
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CyberSmart really helped us on our journey to achieving
Cyber Essentials certification. The device compliance is a
real help and their support team was always on hand to
offer advice relating to both the product and Cyber
Essentials. Once we submitted the completed
application we were certified within a few hours -
having this all in one place was useful.
- IT Manager, Micro Nav
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