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CyberSmart’s solutions reduce the Cyber
Essentials certification time from months to
hours, while also checking, fixing, and
monitoring compliance around the clock.
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If your work has any crossover with the UK government, you've probably
heard the words 'Cyber Essentials' mentioned at some point. Compliance with
these security guidelines are required for government tenders by suppliers.

In January 2020, the UK government included Cyber Essentials in their
updated data security requirements for funding awards through the Education
and Skills Funding Agreements.

For the 2020 to 2021 funding year, all recipients must meet the requirements
for the UK’s Cyber Essentials scheme. Next year, the requirement will include
achieving Cyber Essentials Plus certification.

In this paper we will explain what the Cyber Essentials scheme is, why security
is important for the education sector in particular, and how you can get
certified immediately to meet your funding deadline.

Education and Skills Funding

0 3



www.cybersmart.co.uk

0 4

In 2014, the British government recognised the enormous risk posed by
cyber attacks to organisations working with their departments as suppliers
and partners. They also recognised that the majority of these risks could
be avoided by following a set of basic security measures. In response, they
launched the Cyber Essentials scheme. 

This scheme ensures a standard level of cybersecurity across all of their
suppliers but it's also proven to be an extremely effective framework for
organisations who need to protect the data of their users and employees
(that's everyone). A study by Lancaster University demonstrated that by
following the guidelines of Cyber Essentials, organisations could protect
against 99% of cyber attacks.

That's why the government has begun to include Cyber Essentials
certification as a requirement for funding in education. With more
teachers and students online and smarter, tech-focused teaching methods,
the attack surface for educational organisations is larger than ever. Scarce
resources and a large bring-your-own-device culture mean educational
organisations, in particular, are vulnerable to targeting by cybercriminals.

What is Cyber Essentials?
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Cyber Essentials explained
Cyber 'Essentials' are exactly that. They are the
essential actions every business should take for
comprehensive digital security and protection
from cyber threats. You can think of it as 'cyber
hygiene' - like washing your hands or brushing
your teeth. 

Boundary firewalls and internet gateways - that you have a secure
internet connection

Secure configuration - that you have the most secure settings turned on
on all your company devices

User access control - that you have full control over who is accessing
your data and services

Malware protection - that you have protection in place against viruses
and malware
Patch management - that your devices and software are updated with
the latest versions

Once you understand these basic controls and have them in place, you must
fill out a questionnaire confirming your devices meet these criteria. This is a
self-assessment which you then sign and submit for review by a certification
body.

The scheme assesses five technical controls:
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While Cyber Essentials is self-assessed and relies on your word that your
company is compliant, Cyber Essentials Plus also includes an independent
assessment carried out by a licensed auditor. 

After completing the self-assessment portion, an auditor will typically come
to your location or, with CyberSmart, remotely access your network. They
will manually check for issues and make sure your assessment was correct.
This could include testing anti-malware software by sending emails,
checking for outdated software on a device, or testing how files are
accessed by different users. 
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Cyber Essentials Plus explained

Cyber Essentials Plus has the very same
requirements as Cyber Essentials (you
must have all five security controls in
place) but  differs in one crucial aspect.

The UK government has stated that
Cyber Essentials Plus certification will
be a requirement for funding through
the ESFA from January 2021.
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You may need Cyber Essentials certification to qualify for funding, but there are
plenty of other reasons you should consider investing in your cyber security as
an educational institution.

In May 2020, Microsoft Security Intelligence found that 61 percent of nearly
7.7 million enterprise malware encounters came from those in the education
sector, making it the most affected industry for cyber attack.

Studies also show the education sector is one of the least protected. Perhaps
because the shift online has been so swift and organisations don't always have
IT teams in place to safeguard them. Last year, a hacker-simulation test proved
100% successful in breaching 50 universities across the country to access
student and staff personal data, financial systems and valuable research
networks.

The education sector represents a huge pool of sensitive data, and it's not
surprising the UK government has made security a requirement for funding.

Why security matters in education



CyberSmart offers the fastest, simplest path to certification on the market
but we don't stop there. Because security is about more than certification.

Our specialised app follows the same Cyber Essentials controls to make sure
every device on which it is installed is always compliant and following basic
cyber hygiene.

The CyberSmart app is easy to install on any device and scans for
vulnerabilities every 15 minutes so you ensure your business never falls
short of the Cyber Essentials security standards. And an automated
dashboard makes it easy to see when a device is vulnerable and gives simple
instructions on how to and fix it. 

If you want to qualify for funding and make sure your employee, student,
and research data remains secure, consider CyberSmart.

www.cybersmart.co.uk
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More than certification

The CyberSmart desktop and mobile app ensure 
constant compliance in your institution
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CyberSmart provided us with a fantastic
experience. Their automated app makes
managing and keeping compliant with Cyber
Essentials very easy. To get us certified, their
team went the extra mile and helped us
effectively with their simple and straight forward
process. So I highly recommend using them if
you want to get your cyber essentials
certification in a trouble free method.

- Zein S. 
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